w.
TOhRRROnS

>

¥ ~oo ne
R T L Y-
MR AR
TN ne
E=ETANCONETO -

HERBEN-T Y
wuane -
“h=ans
DL LU L )
AN =0 ORANS
RO ANHRB NN
CRN e ORTAOWN




—— FEITIAN

WE BUILD SECURITY
Feitian SDK Introduction
What is Feitian SDK ?
The SDK is a service which allows applications to use terminal features using our API.

WIFI/BT Android
2G,3G,4G,
Data Manage Framework Components

. . EMV
Read Card QR COde/ Bar Code Control Ser\nce
Framework

At the same time, we offer a set of demos to help you
finish the integration Quick-and-Fast.




Feitian SDK Architecture

Application SDK JAR:
SDK JIAR Contglns basic function Interfaces of
Terminal,
Ex: Printing, Bar Code Scanning .......

POS Server:
Control the communication between SDK

APl and SP
POS
Server

JNI I I JNI

Android Processor (AP)

Security
Processor (SP) Vanagement Management Printer Card Reader Drvers.




Why is SDK required?

1.Feitian SDK offers the following:

* Receipt Printing.

» Fingerprint Management.

« BarCode & QR Code Features.
« SmartCard Management.

« EMV based transactions.
 Etc...

2.Customization and optimization on demand for specific development requirement.

FEITIAN
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System Customization

« Customized according to requirements for Settings

N
o WLAN

B
O

Bluetooth

Date & time

Sound &
notification

g
l" Apps

Language &
input

Battery

a Security

O
@

o

Buttons

Data Usage

Storage

More

FEITIAN
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Payment Ability

Diners Club

INTERNATIONAL

RuPayp

UnionPa ) 4
FRA*

S
{ DISCOVER" J -

Discover Contactless »

04
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SDK Overview

Terminal Services
: Update
iz Datetime

1

Terminal Manager




SDK Installation

1. We Could use Android Studio to do the Integration to SDK

2. You can download Android Studio from the official website, on the
official site you can also refer to Installation process

3. For SDK development, you only need to import our SDK jar file in the
Android Application Project

= ftsafe-sdk-demo app

libs

FTSDK _api_aid|
& -

= Project «
o
S 7 Iz ftsafe-sdk-demo £i\demol fiSafe-sdked
E gradle
u .
5 idea
2
z app
Y build
libs
) > || FTSDK api aidl v1.0.0,ar
E src
=l app.ml
M = PP
build.gradle

= proguard-rules.pro

gradle
build.gradle

\| gradle.properties
gradlew

= gradlew.bat

J1local properties
settings.gradle

Il External Libraries

1 Scratches and Consoles

FEITIAN
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Printing

Feitian SDK Provides Printing Functions:
Support Multi-Language

QR Code / Bar Code Printing

Printing Picture

Barcode & QRCODE

Feitian SDK Provides Scanning Functions:
Bar Code
QR Code

SDK Functions

Fingerprint

Feitian SDK Provides Fingerprint(FP) Functions:
Capturing

Comparison

Verification

SmartCard

MO-mifare ultralight
M1-mifare classic
M2-mifare plus
M3-mifare desfire

FEITIAN
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Printer Rules

+ addText()
+ addimage()
inti . i + addQrCod
Add prlntlng Content i+ getStatus() S R a ___r ool : i+ startPrint()
+ addBarCode() . addBmpPath() *+ addMixText() ° addText() ' Check Printer Status v Add printing content - Start to print
« addBmplmage() * addimage() * addQrCode() ; ;
Vo O A .
A . V »
Add printing operation: . |
« autoCutPaper() + feedLine() Add printing format o “v Add printing operation
« cutP + feedPix -+ setPrintFormat() + feediine()
cutPaper() 0 -+ setAscSize() .« feedPix() :
Lo -+ setXSpace() + cutPaper()
Add printing format: Gl M Clear
+ setAscScale() + setHzScale() + setPrintFormat() + setXSpace() (%) Multiple language
+ setAscSize() + setHzSize() + setPrnGray() + setYSpace()
Printer operation: r——
+ getStatus() + startPrint() supported.

* Image generated.

addVectorLines(List<Line>) print()

Clear

Multiple language



FEITIAN
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Printing Multi Languages

W-GAPMMT X3BN3X XAMUWIH XANBAP WAIN3N

TaHsl DATYYPHItH YitN axuanaraar WAyy 30XMOH
baiiryynanttai 6onroxo Tycnax MoHron yncs
“HOAT-biH Tyxalt Xyynb” 60NI0H X0N6OrZoX Xypama

Anumber of national languages, for v
HUiiLyYA3H HBATYC (HBAT-bH ypamwyynnbiH cucTeM)- T3il

example
Bonjour Comment ga va Au revoir! X0n60r40coH “OHbC Mobaitn noc annauKeMwHbIr
Guten Tag Wie geht‘s”Auf XyBansaaHsl Yurn3n33p AarHacaH ONoH XWAiH
Wiedersehen. ; Typwnaratai 6ar XaMmT OMOH, X3P3TA3ry TaHA 30puynaH byT33n3s.
L)y a0l S)L.:- Adazs
L) L&yl padzud | :
SDK supports mulit RoBporo ans Sk cnpagw? | |
| -
langauge printing 8903f35m0> ( gamarjoba ) V-EAPUMT XOBJIOX XAMTWAH
3o (kargad ) XATBAP WAL
PHASHAIR 3 UAIR QHAS| 714 TaHbl ganryypuit yiln axwusiaraar
a1 gn 30XMOH o 2
e = airyynantTai 60nroxo Tycna
CARBRSTRTIN X1t B MOHT Ol YAIChIH '
R! “HOAT-bIH Tyxail Xyysib" 605I0H
xondomoxmg)a
HuiALLyynaH HOA

. Selamat Pagi/Siang Apa kabar? -

Sampai nanti! YPAMILYYANIbIH CHC
Goeie dag Hoe gaan dit? Totsiens! XOA6OTGOCOH “OH
anniukemL




SDK supports multi-
format of printing

.png, .jpeg, .bmp,

(SDK also support
other file formats if
customer wants

Printing base on BMP

AOeCa CaEaeae
DECLINED, EXCEEDING WITHDRAWAL
AMOUNT LIMIT DECLINED, EXCEEDING
WITHDRAWAL AMOUNT LIMIT

?Nea Caaaa ICal, ENelE

KING KHALIED ROAD,
18/12/2019 18:07:43
RAJB 800150400566 1122334412345678
5411 000075 0.5.1 100000000024

‘SAA
mada

eyt
PURCHASE
455708******4183 12/20

elyadl o
Jly £0¥T9 o

PURCHASE AMOUNT
SAR 45369.00

I
APPROVED
Juasl) gyl @Bl o sl
DECLINED, EXCEEDING WITHDRAWAL
AMOUNT LIMIT

“OAY azslgall joy
APPROVAL CODE 004183
18/12/2019 18:07:43
g0 (Solaserad K
THANK YOU FOR USING mada
Jlafll Blazdl 25

PLEASE RETAIN YOUR RECEIPT
*r o L] Ao **
** RETAILER COPY **
=R P 10 0000248000

"
4
By
et

i
=
i

e

SULAINAN ALSAD CENTER FOR,
7Nea Caaaa ICal, ENelE

KING KHALIED

R MO
566 11223344 i

W 00072 039 Gusseoera

ol ]

'URCHASE ]
m'.'.l.m' 1””

Ao elyadl glea

YURCHASE AMOUNT
$AR 86.00

) dbgd 30
OFFLINE DECLINED
aNaolc

DECLINED
20/08/2019 12:56:09

(Calsrad |3
7mﬁw FOR USING mada
Bl

oA
PLEASE RETAIN YOUR RECEIPT
Y il L 1
** RETAILER COPY **

| IPPED 188 A0000002282010 0000248000
800 420000 00 AFABA32ECT03EDSF

oy
GET 10% OFF ALL PURCHASES AT RIYADH
HYPERMARKET. OFFER VALID TILL END OF DEC

S T T T

LAl 4

ST

- _
1UNO 0aeaCa Calea aaCeCae Caaal:
SULAIMAN ALSAID CENTER FOR

Tiea Caaaa ICal, ENolE

KING KHALIED ROAD,
10/09/2019 12:56:09
AJB BOOTS0400566 1122334412345678
300 000072 0.39 695562481277

6)
nada

dy
'URCHASE
95036 ***** 7601 12a

olyall gl
me

YURCHASE AMOUNT
SAR 86.00

(w)i2shye
OFFLINE DECLINED
aNaeGc
DECLINED
10/08/2019 12:56:08

TPCAITEm ey
THANK YOU FOR USING mada
Bl

PLEASE RETAIN YOUR RECEIPY
Ul G
** RETAILER COPY **
UPPED 188 A00D0002282010° 0000248000
800 420000 00 4FABAS2ECTOIEDSF

AN TIRRN AR TR R e R by

y Lye
GET 10% OFF ALL PURCHASES AV RIYADH
HYPERMARKET. OFFER VALID TILL END OF DEC

BRbadnarnahanbdbinibadinnaae
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SDK supports picture printing

SDK can also be optimized to
print more clear images.

1. Image optimization.

2. Image after optimization.

Printing base on Picture

FEITIAN
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Fingerprint Support
Feitian SDK provides the following functions for fingerprint(FP) Functions:

« Photo capture of the FP the SDK then outputs the FP in BMP/WSQ/ISO format.

« Comparison between two fingerprints.

» Verification in case the user requires to double-check a fingerprint in the database.

fingerprintDemo

capture Success

CAPTURE

COMPARE

VERIFY



o FEITIAN
LED Rules for Contactless Transaction

WE BUILD SECURITY

Transaction Step Led Light Status Description

Wait for user to tap card o
on off off off

Process transaction data .
on on off off

Communicate with host @ )
on on twinkle off

Transaction success . . Turn off all after 750ms
on on on off

Transaction failed . . Turn off all after 750ms
off off off on




Beeper Support

StartBeep(int)
« Success/Normal: 500ms
 Error/Fail: 1000ms
« Key Press: 200ms

 |nterval: 200ms each time

StopBeep()

FEITIAN
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Install/Uninstall App

[@ Install / Uninstall app silently in background
without user interaction

[@ Supported files:
e .apk

-pkg
.uns

FEITIAN
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Barcode Support

Feitian SDK supports all types of Barcode

Barcode: |H‘I““‘ ‘ |”“ ‘““‘H ““ ‘l“ ‘“‘l“ _‘H‘”
1 934567 890128 9 781234 567897

Coded9 EAN-13 - 13Bytes - 30mil  (Mod10) ISBN - 13Bytes - 30mil (Mod10)

Abl12M
Codel28 ,
Code39(Full ASCIl) - 5Bytes - 30mil (Mod 43)

Codabar

[SBN

EAN13

EANS | Thts 789 2

UPCA 1234 5670 UPC-A - 12Bytes - 30mil  (Mod10) ‘ ‘ ‘ “ ‘ ‘ ‘ ‘
UPCE .
EAN-8 - 8Bytes - 30mil (Mod10) 0 8
Interleaved 2 of 5 = m ° 111111
GS1 Databar UPCE
MST
M25
Codell 1 1234561789081l 1
A123456A
codabar UPCA



QR Code Support

Feitian SDK supports all types of QR Codes

_QRCDde ':.:-
QRCODE

PDF417
data matrix
Aztec code

QR Code - 6Bytes - 80mil (H)

[ I-I

Data Matrix - 6Bytes - 100mil

PDF417 - 6Bytes - 20mil

FEITIAN
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disable Track (int)

enable Track (int)

set Track Type (int)

Magnetic Stripe Card Reader Support

retain control

set LRC Check enable

On swipe listener:
OnSuccess (Bundle Track)
onError (int error)
On Timeout ()

Search card
(int, on swipe Listener)

Stop search

FEITIAN

WE BUILD SECURITY



—— FEITIAN

IC Card Reader- Contact
Supported

IC Card O . O O @ O

initModule() Interact with card powerDown()
e @] Contact transaction

Generic flow to process a contact transaction:

searchCard() powerUp() isCardin()

SIM4428
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IC Card Reader - Contactless

ISO 18092 NFC

) Mifare® Classic family

Supported Card

ISO 14443 Type A, B
Working Frequency: 13.56MHz

Mifare® Ultralight family

4}
NN O T

SONY® FeliCa

searchCard() Interact with card halt()

activate() isExist()




RF Carrier

@

Reader.halt .

\ 4

Interaction
with RF Card

o

Wait for

RF Card

Reader.seachcard

FEITIAN
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Supported Cards

SONY

FeliCa

FEITIAN

WE BUILD SECURITY



!
o

' % NN

7
-

e sesee

hd . be ',
§ .A_._._. ¥ ISHESER
e iy 3
0.8
T y

Ll i



Secured
Storage

Terminal
Security

Secure
Connect

Terminal Security

Secure
APP

s

FEITIAN
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©@3w 4200
Choose Payment Method

Amount

$59.99



Secured Pin Pad

FEITIAN

WE BUILD SECURITY

* Supports Randomized Pin pad. + calcMAC()
_________________________________________________ + setEncKeyFormat() issurryige SN S
. ) ] 5 « setKeyAlgorithm() . ryptviag {
* Feitian PIN Entry Security .+ open() S cl "-Iat i+ close()
. . . : OpenPINpad . : i alculate
Protection Solution isfully St an ot { ] ClosoPiNpad .
approved by PCl 5.x/6.x. :
o —O— o .
* PIN block supports ISO- ST
;._ ............................. ; -'. ‘_,_.-...--- :._. ..:- .........................
9564 Format O/ 1/ 3 / 4, DP!(PT : £ e & *Other operations
: = initDukptlkKsn() : ‘ H
: « getDukptCurKsn() : Input PIN * RKIS + loadEncKey()
° i . i « increaseDukptKsn() : . startPinEnt * authKMSCrt() + getTUSN()
Supports key hierarchy : .o . §t§noﬁin’;2{&mw() « initRemoteKeyLoadProc() « isKeyExsit()
eeeerneseansransensssessransnet 4 - verifyOfflinePin() * loadRKISv2RemoteKey() « getLastError()

MK/SK,DUKPT U S R
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DUKPT

" DUKPT Process Overview

Derived Unique Key Per Transaction keeps data secure every day, but how exactly does it work?
—lo
. . . . N . BDK is used to create the DUKPT Initial Ke: <
« Each POS device is injected with an encryption key and an initial key serial 1 ! g
number. 2
2 Initial Key and KSN are injected into device a
* HSM contains a counter, which is incremented each time a new PIN g
encryption key is generated, the resulting PIN key is then transferred to the Initial Key creates a group of future g
POS device. Thanks to this, each POS receives a unique key. SrIYRRION iy thoe 16 Arased —la

: : : Key is pulled from list of future keysto ~ ~ |

- This removes the burden of encryption from the POS and moves it to the HSM rde eyl el g
of the acquirer, thus increasing device performance. 3
5 Transaction counter is incremented §
7}
1]
The key and KSN are used to make more %
keys, then the key is erased o




Pin Pad DUKPT

* |K: Initial Key
IK * FK: Future Key
¥ T
FK1 FK2 FK21
PIN Key PIN Key | PIN Key
Mac Key Mac Key N Mac Key
(Request or both ways) (Request or both ways) (Request or both ways)
Mac Key Mac Key - Mac Key
(Response) (Response) (Response)
Data Key Data Key R Data Key
(Request or both ways) (Request or both ways) (Request or both ways)
Data Key Data Key .| DataKey
(Response) (Response) (Response)

FEITIAN
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Data Encryption Key

o Encryption only

o Decryption not available

o For DUKPT: calculateDes() — X
encryptMagTrack()— v



Key Injection

Remote
Administrator

Authorization
Server

TMK/TPK/BDK/IPEK

_________ — ‘./"“

FEITIAN
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End-to-end protection & control of
critical data from STORM to POS device

Secure monitoring & metering of
injection success, quantity, location and
time for controlling legitimacy, delivery

timing & capacity schedule.
High-performance onsite
cryptography with HSM

Online delivery mode (e.g., via
mutually authenticated TLS connection)

and additional container encryption



DMS Agent

o i ———————————— -

Stepl-Create
Device Private Key
Device Public Key

Step7-Save

Device Private Key
Device Public Key
Service Public Key to SP

Step8-Create

Work key of AES Algorithm
and save to SP

Step9—-Encrypted Work
Key=Device Private Key
(Service Public Key (Work
Key)),Save work key to SP

o T o

Communication Key Exchange Process

/
\ -
$tep 2: Send HTTPS request to STORM with Device Public K

|
Step 6: STORM Returns Service Public Key -In
........................................................ lg-r=-

£

Step 10: Send an HTTPS Request to STORM with Entrypte
n

TETTTTET TP ET TP TTPETTTRETTEPERTITD P D

Step 12: STORM returns a Status of successful Ac!tivati
< TN NN NN AN NN NN NN AN NN NN EEEEEEEEEEENEEEEEEEEEEEEEEE |-< e

B T T p——_—
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Firewall _ _ _  VPCofNetworkElements ——_—_~_ _ _ _ _
‘.‘g...'. ..................... )
ey & SN Parametet*:'s Step3-Transfer “i Stepd-Save \‘
SETIERERIESIED A Device Public Key : > . \
i i Device Public Key .
i to DB ! I
5 5 !
esponse to DMS 1 = step6-Initiate :
i Service Private Key .
i Service Public Key \ '
s s |
d word Key Paramete:l's Step12-Decrypted i I
Illllllllllllll1l Workkey:Device i I
i Public Key(Service i I
| Private Key (Work | .
: - |
bn in response o DM$ Eeﬁ)é.save Work key i Step5-Save .
...................... L. [0 REais i 5, Service Private Key 1
SR | | Sy Service Public Key .
I \ ! ! & I
: - | f :
1 : H i v |
i Gateway : i STO RM i ,
1 H i
\\ 7 ! e rve r ! v /
S S S redis .-
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Project Implementation Methodology

Project
Closure

Implementation

Workshop and
Data Gathering

Training Go Live

Project
Kick-off

Development,
customization
and procurement




Customer

Incident Detected/Ticket Raised

|

Call/Chat to service desk

N

Web self-help by  Incident recording
knowledge base & initial support

/

Investigation & diagnosis

|

Closure/work around

Global Support

Detailed investigation by experts

Resolution/work around

Update knowledge base

Closure

Engineering
Support

Coordination with
Engineering/product team

|

Patch release & Upgrade

|

Design level inputs recorded

|

Update knowledge base

l

Closure

FEITIAN
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24*7 — China

8-5 - Morocco




Thank You!

USA Office:

FEITIAN Technologies US, Inc.

4633 Old Ironsides Drive,
Suite 450, Santa Clara,
CA 95054, USA

+1 408-352-5553

Headquarters: China

FEITIAN Technologies Co.,Ltd
Tower B, Huizhi Mansion,
No.9 Xueging Road, Haidian
District,

100085 Beijing, China

+86 10 6230 4466

France
FEITIAN Technologies

+33(0)9.82.26.78.11

Email
info@ftsafe.com

Website
www.ftsafe.com



