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FEITIAN FIDO security key for RSA

Overview

This document introduces how to integrate FEITIAN FIDO security key or
authenticator with RSA service. Chapter 2 is a guidance to lead a user to manage a
security key, add/change a PIN or fingerprint, for example. Chapter 3 especially
describes how to register FEITIAN FIDO security key for RSA.

FEITIAN FIDO security key/authenticator management

Manage a FIDO security key through Windows

Users can manage fingerprints, PIN and reset a security key straight from settings of
Windows 1903 and above via the selection of Sigrn-in options/Security Key tab.

= Settings - o X
@ Home Sign-in options
Find a setting ¢ I *Some of these settings are hidden or managed by your organization.
A Manage how you sign in to your device
Select a sign-in option to add, change, or remove it

A= Your info oo Windows Hello Face

B Email & accounts
Windows Hello Fingerprint

tly unavailable—click to learn mor

9)

I Q Sign-in options
ses  Windows Hello PIN
B3 Access work or school +® This opt urrent

A, Other users ﬁ 'Secur‘-ty ij : -
Sign in with a physical security key
~ . Manage a physical security key that can log you into
Syn( your settings
o s applications.

Learn more

Q Password
Sign in with your a

Require sign-in
If you've been away, when should Windows require you to sign in again?

15 minutes

Hit ‘Manage’ button, and below window pops up to indicate you to touch your
FEITTAN authenticator.



FEITIAN FIDO security key for RSA

Manage how you sign in to your device

Select a sign-in option to add, change, or remove it. ® [ J PY
e ¢ Windows Hello Face ®
N~ This option is currently unavailable—click to learn more [ ]
[
Z Windows Hello Fingerprint
@ This option is currently unavailable—click to learn more
i1 Windows Hello PIN Touch your security key.

This option is currently unavailable—click to learn more

ﬁ Security Key
Sign in with a physical security key
Manage a physical security key that can log you into
applications.

Learn more

Manage

Password
Sign in with your account’s password

Close

“A Dynamic lock

Once user touch their authenticator, the pop-up window will provide interface to
manage authenticator, including add or change PIN, reset authenticator and manage
fingerprint if supported.

Windows Hello setup X

7 Security Key Fingerprint
D) tY y 9 P
Personalize your security key

Set up

=:: Security Key PIN
- Creating a PIN for your security key helps keep you
secure

Add

Reset Security Key

Remove everything from this security key and reset to
factory settings

Reset

Close

Note:

e Reset requires to be done with 10 seconds after powering up, and a touch is
needed to prove user presence.

e A PIN is required before you are able to set up fingerprint.
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Manage a FIDO security key through Chrome browser
On Mac OS or Linux OS, user is able to manage authenticator within Chrome.

To manage FEITIAN FIDO security key with Chrome browser, user needs to go to
Chrome’s settings page and select ‘Privacy and security’. And choose ‘Security” on
the left, as is shown below.

< C  ® Chrome | chrome:/settings/privacy

FEITIAN RSA

Settings Q  Search settings

2 You and Google . X
Privacy and security

B Autofil
~  Clear browsing data

° Safety check Clear history, cookies, cache, and more

e Privacy and security ® Cookies and other site data

@ Third-party cookies are blocked in Incognito mode
Appearance

. Security
Q_  searchengine ;’ . . i § .
Safe Browsing (protection from dangerous sites) and other security settings

—/

BN Default browser
Site Settings

Controls what information sites can use and show (location, camera, pop-ups, and more)

"
II-Ir

()  onstartup

Advanced v
Appearance

In the new page, scroll down, you will find ‘Manage security keys’ option, and choose
it.

anage security keys ,
Reset security keys and create PINs
Manage certificates 2

Manage HTTPS/SSL certificates and settings

Google Advanced Protection Program 2
Safeguards the personal Google Accounts of anyone at risk of targeted attacks

In following page, there are four options for user to manage authenticator: PIN
management, Sign-in data management, fingerprint set-up and reset as below picture:
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& Manage security keys

Create a PIN
Protect your security key with a PIN (Personal Identification Number)

Sign-in data
View and delete sign-in data stored on your security key

Fingerprints
Add and delete fingerprints saved on your security key

Reset your security key
This will delete all data on the security key, including its PIN

Note:

Reset requires to be done with 10 seconds after powering up, and a touch is
needed to prove user presence.

A PIN is required before you are able to set up fingerprint.

User is able to manage resident credential through ‘Sign-in data’.
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Manage a FIDO security key through desktop APP
BioPass FIDO2 Manager and FIDO2 PIN Manager.exe

Apart from Windows platform and Chrome browser, FEITIAN also offers desktop
APP on Windows, Mac OS and Linux.

For Windows and Mac OS, you can search ‘BioPass FIDO2 Manager’ in each APP
store to manage the biometric security key. And for Linux, a desktop app is available
at: https://download.ftsafe.com/files/FIDO/BioPassFIDO2-Manager-Linux-
20200702.tar.gz.

For non-biometric security key management tool is available at:
https://download.ftsafe.com/files/FIDO/FIDO2_PIN_ Manager.exe.

Launch the ‘BioPass FIDO2 Manager’ and plug in the FEITIAN BioPass FIDO2
authenticator.

% BioPass FIDO2 Manager - X

o '
.~ Device Inserted

+ Add Fingerprint

E; Reset Device

? Help

Click “Add Fingerprint.” you will then be prompted to set a PIN.

Set PIN X

Set PIN for BioPass FIDO2

Ell |

OK
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And then you are able to add a fingerprint by following the instructions.
Add Fingerprint X

Great, touch sensor

Repeatedly lift and rest your finger on the sensor
until setup is complete.

After a fingerprint is enrolled, more options are available, including add another
fingerprint, test the enrolled fingerprint, removed fingerprint change PIN and reset.
7;)7\ BioPass FIDO2 Manager - X

ol )
|~ Device Inserted

Fingerprint 1 LD —~+  Add Fingerprint

= Test Fingerprint

@ Remove Fingerprint
Change PIN

E) Reset Device

?  Help
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- Manage a FIDO security key through desktop APP -RSA4 Security Key Utility

It is also possible to manage your authenticator using the ‘RSA Security Key Utility’,
more information is available at: https://community.rsa.com/docs/DOC-111192.

Launch the ‘RSA Security Key Utility’, you will have the below window to instruct
you to insert your authenticator.

[R'S /\ SECURID' ACCESS

Insert your security key.

After the security key is inserted he USB port and tap the security key, you are able to add a
PIN, reset the authenticator and even add a fingerprint.
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3. Provision FEITIAN FIDO security key/authenticator to RSA

Using a Security Key to Authenticate to a Protected Application
Before you begin:
e Manage your security key (add a PIN and enroll a fingerprint) using one of the

methods in chapter 2.

Register your security key in RSA SecurID Access My Page:
e Sign into My Page. Your IT administrator sends the My Page URL to you.
e Select ‘Security key’ from the drop-down list, and click ‘Ger Started.

[RS/\ SECURID ACCESS My Page

Welcome

To access a protected resource, you need to register an authenticator with RSA SecuriD Access

Security key : Get Started

e Connect the security key and follow the instructions. For example, insert the
security key into the USB port and tap the security key.

- - - - g - -- , e = - - -

[RS/\ SECURID ACCESS My Page 1 e

Use your security key with thunder-avengers-05.auth-
dev.securid.com

Cancel

1. Connect your security key.
2. If necessary, tap the security key.
a

e Name your authenticator.
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[RS/\ SECURID  ACCESS My Page

Registration

Successful Registration
Change the name of your key, or keep the
default

My Security Key|

Authenticate to a protected application using your security key:
e Open the protected application.
e Connect the security key and follow the instructions. For example, insert the
security key into the USB port and tap the security key.

[RS/\ SECURID' ACCESS My Page e

Use your security key with thunder-avengers-05.auth-
dev.securid.com

Cancel

1. Connect your security key.
2. If necessary, tap the security key.
)

Setting Up Cloud Authentication Service for Security Keys

If you are an administrator, perform these steps to start using security keys with Cloud
Authentication Service. These steps assume that you have an existing Cloud
Authentication Service deployment.

Before you begin:
e Manage your security key (add a PIN and enroll a fingerprint) using one of the
methods in chapter 2.

Set Up FIDO in Cloud Administration Console:
e Confirm that FIDO is in the desired assurance level:
o In the Cloud Administration Console, click ‘Access > Assurance
Levels’.
o Add or move FIDO to the desired assurance level.



FEITIAN

WE BUILD SECURITY FEITIAN FIDO Security key for RSA
Assurance Levels ) | Cance m
You are per use only the you have
An assurance level defines which authentication methods can be used for additional To access the application, users must p using one option from an

assurance level. The first option configured in the list for each level is the default presented to the user for the first authentication. Users can select another method if others are available.

High Assurance Level Medium Assurance Level Low Assurance Level
SecurlD Token and Approve ¥ =) SecurlD Token v =) Approve v )
FIDO Token and Approve v e Device Biometrics v ° Authenticate Tokencode v e
© Aco © o0 FIDO Token B )
© ADD

e Confirm that you have an access policy that uses that assurance level:
o Click Access > Policies.
o Click Edit for the policy.
o In the Rules Sets tab, confirm that FIDO is listed in Authentication
Options.

Access Details

Access 7

AVl Conditional ‘ Denied ]

Additional Authentication ~ ?

RELITCHWE  Not Required

Assurance Level ? Authentication Options ~ ?

’ Low v

Approve
Authenticate Tokencode
“ Includes Medium and High Options

e Add a service provider:

o Click Authentication Clients > Relying Parties > Add a Relying
Party > Add next to Service Provider.

o Determine if you want to use FIDO for primary authentication or
additional authentication, or both.
If you want to use FIDO for primary authentication, add a service
provider and specify FIDO as the primary authentication method. In
the Authentication tab, select RS54 SecurlD Access manages all
authentication. In the Primary Authentication Method drop-down list,
select FIDO.

Authentication

Authentication Details

Service provider manages primary authentication. and RSA SecurlD Access manages additional authentication
I ® RSA SecurlD Access manages all authentication |

Primary Authentication Method ~ ?
| FIDO Token v
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o Ifyou are using FIDO for additional authentication, in the Access
Policy for Additional Authentication, select the policy that contains
FIDO.

Access Policy for Additional Authentication 2

All Users Low Assurance Level v

e Enable FIDO authenticator registration in My Page:
o Click ‘Platform > My Page’.
o Under Configuration, select ‘Users can register FIDO authenticators
in My Page’ and select ‘Security key'.
Configuration
Configure the appearance and tasks avaitable on My Page.

You can upload a company logo. The image file must be JPG or PNG format and no larger than 50 KB. The maximum logo size is 220 X 80 pixels.

Upload Logo

Use custom logo for i authenticati ?

¥ Users can delete devices in My Page

¥ Allow FIDO authenticator registration in My Page| ?
¥ Security key

¥ Windows Hello

¥ Android phone




