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1. Introduction
This document provides a guide for end-users to enable Two-Factor Authentication, for
specific online services, platforms and applications, using FEITIAN ePass FIDO.

2. Windows platform service
This chapter introduces a guide for end users about using FEITIAN ePass FIDO as a second
authentication factor on Windows platform, including online services and Windows apps.

2.1. Google

Login Google account and enable 2-step verification.
Click Google Account and go to Settings.
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Add account Sign out

In ‘Sign-in & security’ tab, click Signing in to Google.

g Sign-in & security >

Control your password and Google Account
access.

Signing in to Google

Device activity & security events

I<):I

Apps with account access

Now you can click 2-Step Verification to enable it.

Password & sign-in method

Your password protects your account. You can also add a second layer of
protection with 2-Step Verification, which sends a single-use code to your
phone for you to enter when you sign in. So even if somebody manages to steal
your password, it is not enough to get into your account

Note: To change these settings, you will need to confirm your password

Password Last changed: June 28, 12:39 PM >

2-Step Verification off >




Follow the given instructions.

Learn more

sent to your phone.

Keep the bad guys out

Protect your account with 2-Step Verification

Each time you sign in to your Google Account, you'll need your password and a verification code

Add an extra layer of security

Enter your password and a unique verification code that's

-
. Even if someone else gets your password, it won't be

enough to sign in to your account

Google
Hi Nick
o
To continue, first verify it's you

Enter your password

Input your password
and click NEXT

Let's set up your phone

‘What phone number do you want to use?

Google will only use this number for account security.
Don't use a Googie Voice number
Message and data rates may apply.

How do you want to get codes?

@® Textmessage (O Phone call

Step1of3

Select your country and input|
phone number, then click
NEXT

NEXT




Confirm that it works

Google just sent a text message with a verification code o INGGEG_GN

Enter the code you received
and click NEXT

Didn't get it? Resend

BACK Step20f3

It worked! Turn on 2-Step Verification?

Now that you've seen how it works, do you want to turn on 2-Step Verification for your Google
p

Accoun ‘

You have successfully enabled 2-step verification after all above completed.

Register FEITIAN ePass FIDO.
Add ePass FIDO as security key for your account.

Backup codes

These printable one-time passcodes allow you to sign in when away from your phone, like
when you're traveling

SETUP

D Google prompt

Get a Google prompt on your phone and just tap Yes o sign in

ADD PHONE

. Authenticator app

Use the Authenticator app to get free verification codes, even when your phone is offline.
Available for Android and iPhone.

SETUP

n Backup phone

Add a backup phone so you can still sign in if you lose your phone.
ADD PHONE
- Security Key

A Security Key is a small physical device used for signing in. it plugs into your computer's USB
port. Learn more

ADD SECURITY KEY




yet

Have your Security Key?

Make sure your key is with you, but not connected to your computer

8
CANCEL

Insert ePass FIDO device and name it.

of them.

Register your Security Key

1. Insert your Security Key in your computer’s USB port or connect
it with a USB cable.

2. Once connected, tap the button or gold disk if your key has one

CANCEL NEXT

with 2-Step Verification.

Security Key name

Security Key registered

Your Security Key is registered. From now on, you'll use it to sign in




Now your ePass FIDO security key has been added successfully, and you can sign
out and re-sign in to try out.

You may have more information about Google 2-step verification by click here.


https://support.google.com/accounts/answer/185839?hl=en

2.2. Facebook

By registering your ePass FIDO device, you need to login your Facebook account

and go to Settings.
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Under Security and Login tab, Click the highlighted Edit button and follow the

instructions to turn on Two-factor authentication.

Your Facebook
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Two-factor authentication

@)

Add extra security with two-factor authentication

Add extra security to your account each time you log in on a phone or computer we don't recognise.

Choose a security method to verify your account and input confirmation code.

Two-factor authentication X

Choose a security method

Any time you log in from an unusual device or location, we'll ask for extra
security. Choose the method that works best for you.

L

Text Message Authentication App
We'll send a code to Set up an app such as Google
+86™*****3651 to get you set up. Authenticator or Duo Mobile to
Use a Different Number generate login codes.

coce (8

Two-factor authentication X

Enter confirmation code

ﬁ Please enter the confirmation code that you see on your authentication app

Back

Once you have a pop-up windows like below, you have successfully enabled Two-
factor authentication.



Two-factor authentication X

r

Two-factor authentication is on

We'll now ask for a login code any time you log in on a phone or computer that we
don't recognise.

8

Allow logins without a code for 1 week

Set up a security key.

Add a backup

Set up a backup option so that you can log in if your chosen security method isn't available

Text Message =
We'll send a code to +86******* 3651 to get you set up

Security key Setlp
If you have a Universal 2nd Factor (U2F) security key, you can log in via USB or NFC
== Recovery codes Setlp

Use these codes for when you don't have your phone with you, e.g. when you're travelling

Follow instructions to insert your FEITIAN ePass FIDO security key and touch the
gold disk. And then you will have an added key listed. You may name it.

Two-factor authentication X

Insert your security key

If you have a USB security key, you can use it to protect your
Facebook account.

PLEASE FOLLOW THE FOLLOWING STEPS

—
=
s o 3 o Q =
L]
STEP 1: STEP 2:
Insert your security key into a If the key has a blinking light,
USB port. press the button or gold disk

Cancel




Two-factor authentication X

Via security key

You can choose a key you've already registered or add a new
key.

Security key successfully added

REGISTERED KEYS

FEITIAN security key

Edit Delet
Last used 4 July 2018 ! e

Add new security key >

Back

When you finish registration, you can now re-login your account to try out the two-
factor authentication



2.3. Twitter

Log in your Twitter account and go to Settings and privacy tab.

Search Twitter Q  Em Tweet
v === e
DailyU...
8 Profile
[=)
E Lists
% Moments 25s0fAC
hd
Twitter Ads
AEmbiid
Wl Analytics
Settings and privacy
Help Center
Keyboard shortcuts boring
rand Blog
kogiout inesses
Night mode (S
e e DU S o

Follow the instructions to click Set up login verification.

Account
WE BUILD SECURITY
Username N
FEITIAN L]
3
I
Email
Account >
Privacy and safety > Language  English
assword >
Time zone (GMT-07:00) Pacific Time (US ¥
Mobil >

Security
>
Login verification Set up login verification
Web notifications >
Find friends >
Muted accounts > Password reset () Require personal information to reset your password
verification you ta confim your emal or phone numbes

Muted words >

> Content

Read the overview instructions, then click Start.

How login verification works
& When logging in, you'll need to provide a login code.
D The login code will be sent to you via SMS.

(@ When you type in the login code, we'll know it's really you.




Click Send code to add your phone number.
Note: If you already have a phone number associated with your Twitter account, we
will send you an SMS to confirm your number.

Confirm your phone number.

Please confirm the phone number associated with your Twitter account:

We will send you an SMS with a verification code. SMS fees may apply.

Enter the verification code sent to your device, then click Submit.

X

Enter verification code.

We just sent an SMS with a verification code to + - Enter
that code below.

Click Get Backup Code to view a code, generated by Twitter. We recommend you
store a screenshot of the code in case you need it for future use. This will help you
access your account if you lose your mobile phone or change your phone number.

X

@ Congrats, you're enrolled!
Whenever you log in to Twitter, we will ask you for a login code.

If you ever lose access to your device, you can always use a backup
code.

Get backup code




Backup code for [F— X

Store this backup code somewhere safe - print it, write it down, or save a
screenshot.

If you ever lose access to your device, you can use this code to verify your
identity. This code can only be used once. Learn more

EiEEsieyESTs

l\/ Print this code \/l Done
- b

By adding a FEITIAN ePass FIDO, click Review your login verification methods.

Security

2 5 iy % N\
Login verification (\ Review your login verification methods /]

After you log in, Twitter will ask you for additional information to confirm

your identity and protect your account from being compromised.

Password reset [ Require personal information to reset your password
verification  for added security, this requires you to confirm your email or phone number

while resetting your password,

Enter your password and click Confirm to continue.

Edit your login verification methods

Confirm password

This page contains personal information. Confirm your password to continue.

=

Forgot your password?

From the selections, click Set up next to Security key.



€ Account

Login verification
After you login, Twitter will ask you for additional verification to protect your account
against possible compromise.

-~ ~
This will enable or disable all of the settings on this page. f\ Turn off )

Text message  Edit
Twitter will send a text to your mobile phone with a six-digit login code to

enter.

Security key ~ Setup

You can use a physical electronic key to approve login attempts

Mobile security  Set up

8PP You can use a separate app to generate your verification codes.

Backup code  /~ N
\\ Get backup code /\

Save a backup code in case you lose your device

Temporary

R PP
bassuiond; S STNENS S0P FRRNO. )

Generate a one-time password to use when logging in to third party apps

and services.

Read the instructions and then click Start.

Security key

[ |
Y —

You can use a USB security key to securely log in to Twitter.

&

If you're asked to verify your password, enter it and click Verify. Then you will see a

pop-up window asking you to register your key by inserting it into your computer’s
USB port. Once inserted, press the button located on your key. Then verify the key

by pressing the button one more time.

Add your security key

Insert your key into your USB port, and then press the button on your key.




Verify your security key

Now that you've added your key to this account, let's complete the
verification — press the button on your key one more time.

Congratulations! You are ready to use FEITIAN ePass FIDO to authenticate your
twitter account.

@ You're all set!

Now you can use this security key anytime you log in from a compatible
browser.




2.4. Dropbox

Sign in your Dropbox and go to Settings tab.

Upgrade account

Q Search L (e

Change photo

1.05 MB of 2 GB used
Upgrade

=]

Install

Sign out

Under security tab, click highlighted Off to enable Two-step verification.

Personal account

Q Search

Notifications  Connected apps

your Dropbex security settings

Start checkup

Password

Seta password
Set a unique password 1o protect your petsonal Dropbox account

Two-step verification

ey or code in addition to your password

Web browsers

These browsers are currently signed in o your personal Dropbox account.

Browser Location

® Chrome on Windows 10 Shinagawa. Japan Current session

Follow the instructions.

Enable two-step verification

Two-step verification adds an extra layer of protection to your account. Whenever you sign in
to the Dropbox website or link a new device, you'll need to enter both your password and also
a security code sent to your mobile phone.

Learn more




Enable two-step verification

For security, please enter your password for | N
Enter your password and

|Password ‘ <= click Next

Enable two-step verification

How would you like to receive your security codes?

Use text messages Use a mobile app
[} Security codes will be sent to ©  Security codes will be generated
your mobile phone by an authenticator app

Enable two-step verification

Enter the security code generated by your mobile authenticator app to make sure it’s
configured correctly.

‘ 597073

Next Back

Input a backup phone number. Note, this is optional.

Enable two-step verification

Backup phone number (optional)
If you lose access to your primary security code source, we can send them to your backup
mobile number instead.

China +86 312345 6789 \ I

While this step is optional, we encourage you to set up a backup phone number in case you
lose your mobile phone or are otherwise unable to receive your security code.

Back

Carefully save the one-time backup codes and click Next.



Enable two-step verification

Your security codes will be generated by your authenticator app

You can use these one-time backup codes to access your account.

1. I 6.

w
© ® N

o
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©

Write these down and keep them safe.

Back

Read the lines and click Next and you have successfully enabled the two-step
verification.

Enable two-step verification

From now on, when you sign in to the Dropbox website or link a new device, you'll need to

enter a security code from your phone.

Register your FEITIAN ePassFIDO.
Click Add next to Security keys under Two-step verification tab.

Two-step verification

on @D

Require a security key or code in addition to your password

Preferred method

Choose how to get your security codes. Authenticatorapp Edit

Backup method

Add a backup phone number for security codes Add
Recovery codes -

Get security codes to use when you can't access your phone. o
Security keys Add

Require a physical key be plugged into your USB port to sign in.

Follow instructions indicated as highlighted part.

Add security key

o 3~

A security key allows you to complete two-step verification securely and conveniently, when
logging into Dropbox. Learn more

Enter your password and click Next.



Add security key

For security, please enter your password for IS

I} Bassword '|<:= Enter your password

and click Next

==

Insert your FEITIAN ePass FIDO and press it.

Add security key

o [3-

Start by inserting your security key into a USB port. Learn more

Add security key

—_—
e 1
/)Scannlng for security key

If your key has a button or a gold disk, tap it now. Learn more

Click Allow on the pop-up window.

www.dropbox.com wants to

BB see the make and model of your Security Key

Allow ‘ Block |

Finally, you have added a security key to your account.

Add security key

ke I

Key added!

You can now use your security key to complete two-step verification when you sign into
Dropbox.




2.5. GitHub

Log in your GitHub account and go to Settings.

Signed in as N

Your profile
Your stars

Your gists

Help

Sign out

Under Security tab, click Set up two-factor authentication to enable the feature.

Personal settings Recovery tokens

Profile

Aesanst Account recovery with Facebook is a simple way to recover your account m Store a token with Facebook
and increase security.

Emails

Notifications No recovery tokens to show.

Billing
SSH and GPG keys Two-factor authentication

T

Blocked users

Status: Off X Set up two-factor authentication

Repositories Two-factor authentication provides another layer of security to your account.

Organizations

Two ways to get the verification code provided by GitHub. Here we use an app as
example.

Two-factor authentication adds an extra layer of security to your account. In addition to your username and
password, you'll need to enter a code that GitHub sends to you via text or an app on your phone.

9 GitHub (@)

When you sign in to GitHub When logging in from a new browser, Once you enter the code on
you'll enter your username and you'll need to enter an additional code the website, you'll be logged
password, like always. from your phone or tablet. into GitHub.

Use an application on your phone to get two-factor GitHub will send you an SMS with a two-factor
authentication codes when prompted. authentication code when prompted.

Set up using an app Set up using SMS

SMS deliverability is only available in certain countries.

Carefully save the recovery codes and click Next.



1. Recovery codes

Recovery codes are used to access your account in the event you cannot receive
two-factor authentication codes.

Download, print. or copy your recovery codes before continuing two-factor
authentication setup below.

& pownload B Print

Treat your recovery codes with the same level of attention as you would your
password! We recommend saving them with a password manager such as
Lastpass, 1Password, or Keeper.

Cancel

Use your app to scan the QR code and fetch a six-digit code. Input it and click
Enable.

2. Scan this barcode with your app.

Scan the image above with the two-factor authentication app on your phone. If
you can't use a barcode, enter this text code instead.

Enter the six-digit code from the application

After scanning the barcode image, the app will display a six-digit code that you

Cancel

Register a FEITIAN ePass FIDO by clicking the highlighted button in Security keys
tab.



[LELIELRVE Two-factor authentication is currently on Disable two-factor authentication

Recover accounts elsewhere GitHub can store a recovery token with another provider. This can be used to
help verify your identity if you get locked out of your account.

Recover your GitHub account with:

https://www.facebook.com

Recovery codes Recovery codes can be used to access your account in the event you lose
access to your device and cannot receive two-factor authentication codes.

GitHub Support cannot restore access to accounts with two-factor
authentication enabled for security reasons, saving your recovery codes in a
safe place can help keep you from being locked out of your account.

View recovery codes

Fallback SMS number Providing a fallback SMS number will allow GitHub to send your two-factor
authentication codes to an alternate device if you lose your primary device.

For security reasons, GitHub Support cannot restore access to accounts with
two-factor authentication enabled. If you lose access to both your primary
device and your recovery keys, a backup SMS number can get you back in to
your account.

Add fallback SMS number

Delivery options Your primary delivery method is: authenticator application.

Reconfigure two-factor authentication

Security keys Security keys are hardware devices that can be used as your second factor of
authentication. When signing in, you press a button on the device rather than
typing a verification code. Security keys use the FIDO U2F standard.

Register new des

Insert the FEITIAN security key and press it and then you have successfully added a
device.

Security keys Security keys are hardware devices that can be used as your second factor of
authentication. When signing in, you press a button on the device rather than
typing a verification code. Security keys use the FIDO U2F standard.

FEITIAN Add

{
\

Waiting for device
Press the button on your security key device to register it with
GitHub.




2.6.GitLab

Sign in GitLab account and go to Settings.

D N &

==

Profile

Help
Contribute to GitLab &

Sign out

Under Account tab, click Enable two-factor authentication.

@ Profile Two-Factor Authentication
Increase your account's security by enabling

Two-Factor Authentication (2FA).

B sil

Hl Applications Social sign-in

Activate signin with one of the following
services

8 Password Changing your username can have unintended
side effects. Leam more.

Delete account

Status: Disabled

Enable two-factor authentication

Connected Accounts

Click on icon to activate signin with one of the following services

[ comnect Connect Connect
v

Path
https//gitiab.com/  hui23

Current path: https://gitlab.com/hu123

Deleting an account has the following effects

* Certain user content will be moved to a system-wide "Ghost User” in order to maintain content
for posterity. For further information. please refer to the user account deletion documentation.

Delete account

Use Google Authenticator to fetch a pin code and click Register with two-factor

app.



Account

Register Two-Factor Download the Google Authenticator application from App Store or Google Play Store and scan this
Au(henticaﬁon APP code. More information is available in the documentation.

Use an app on your mobile device to enable P —

To add the entry manually. provide the following details to the
application on your phone.

Account: gitlab.com:nick@ftsafe.com

Key: s2vu wifn thds 0zaj 3xn! jykd vej7 msry

Time based: Yes

two-factor authentication (2FA).

Register Universal Two-Factor Setup new U2F device
(U2F) Device ’

Use a hardware device to add the second factor
of authentication.
U2F Devices (0)
As U2F devices are only supported by a few
browsers, we require that you set up a two- You don't have any U2F devices registered yet.
factor authentication app before a U2F device.
That way you'll always be able to log in - even
when you're using an unsupported browser.

Carefully save recovery codes and click Proceed to enable the two-factor
authentication.

gratulations! You have enabled Two-factor Authentication!

Should you ever lose your phone, each of these recovery codes can be used one time each to regain access to your account. Please save them in a safe place. or you will lose access to your account.

.

Click Manage two-factor authentication to register a FEITIAN ePass FIDO.

Two-Factor Authentication Status: Enabled

Increase your account's security by enabling Manage two-factor authentication
Two-Factor Authentication (2FA).

Click Setup new U2F device to add the security key.

Register Two-Factor You've already enabled two-factor authentication using mobile authenticator applications. In order to
Authentication App register a different device, you must first disable two-factor authentication.

Disable two-factor authentication
Use an app on your mobile device to enable

two-factor authentication (2FA).

Your U2F device needs to be set up. Plug it in (if not already) and

Register Universal Two-Factor
click the button on the left.

(U2F) Device

Use a hardware device to add the second factor
of authentication.

U2F Devices (0)

As U2F devices are only supported by a few

browsers, we require that you set up a two- You don't have any U2F devices registered yet.
factor authentication app before a U2F device.

That way you'll always be able to log in - even




After naming your security key, click Register U2F device to finish the registration.

Register Universal Two-Factor Your device was successfully set up! Give it a name and register it with the GitLab server.

(U2F) Device =
FEITIAN| Register U2F device
Use a hardware device to add the second factor

&




2.7.Salesforce

Log in your account and go to My Domain tab, click Deploy to Users.

Isalesforce Mobile Quick Start My Domain Step 3

L Showcase your company's brand and keep your data more secure by adding a custom domain name 1o your Salesforce URL. Because having a custom domain is more secure, some Salesforce features require it
ome can agree on.

Administer

* Manage Users Step 3 Domain Ready for Testir
Manage Apps
Company_Profile
Security Controls
Domain Management

Choose Domain Domain Domaln
Domaln 0 Ready for Deployed

Name Testing to Users

* Communication Templates
Translation Workbench
Data Management

Mobile Administration Your domain name is nickhhc.my.salesforce.com
Desktop Administration
Lightning for Outiook and Sync

Your domain name is ready. Log in totest it out. Log in
Lightning for Gmail and Sync o test your new domain, cick tabs and links. If you've customized the U1, check for hard links to your original URL
Email Administration

Google Apps
Analytics I Deploy to User lioll out the new domain to your org. £

Tick Let users use a security key in Identity Verification tab.

Quick Find / Search SETUP

Identity Verification

Expand All | Colapse All

Salesforce Mobile Quick Start

Control how and when your users are prompted to verlfy their identity
Home

ty verification @

ity key (U2F) @ |

verification duri

>m callc

and oarfier)

Administer

» Manage Users
» Manage Apps
» Company Profile
8 Security Controls

Require identity

rification for

v Allow locat

st Allow only from trusted IP add
Sharing Settings
Field Accessibility 3 b -
Password Policies Session Security Level Policies
Session Seftings ; y

- Require a high assurance level of security for sensitive operations, or block users altogather. If users already have a high assurance session after
O ing in, they aren't prompted to verify their identity again in the same session, even if you require high assurance for these operations. If you
Network Access want to see the session levels that users are granted at login, see Session Security Levels in Session Settings
Activations
Session Management These settings only apply to users who have user permissions assigned to access these operations
Login Access Policies
Certificate and Key Reports and Dashboards @ None v|
oyl M Auth. Provid [~ ]

anage roviders None -
Single Sign-On Settings e gl )
Auth, Providers Manage Login Access Policies @ None v
Identty Provider Manage IP Addresses @ None v]
Manage Password Policies @ None v]

View Setup Audit Trail
Expire All Passwords
Remote Ste Settings

Enable two-factor authentication for users.
Find Permission Sets tab and click New button to create a new group.

Home = Object Manager Vv

SETUP
Permission Sets

Permission Sets

Setup Home

ADMINISTRATION

v Users

On this page you can create, vi

v, and manage permission sets

In addition, you can use the SalesforceA mobile app to as:

n permission sets to a user. Download SalesforceA from the App Store or Google Play: i0S | Android
Profiles
Pubilc Groups fun v | £ | Deiete | Greate New View
Queues | wew |62
Roles
Action Permission Set Labsl Description
User Management Settings Clone Sales Cloud User Denotes that the user is a Sales Cloud user
” Del| Cione  Sales User
G ] Clone Saiesforce Gonsole User Enable Salesforce Console User
> Data Clone Stangard Einstein Actwity Capture Access to Standard Einstein Actity Capture

Name it and choose license for it.




| save | | cancel |

Enter permission set information

Label |2FA-FEITIAN |
ApiNamd [ XQFA_FEITIAN |5

Description

Session Activation Required

Select the type of users who will use this permission set
Who will use this permission set?
-Choose 'None-- if you pian to assign this permission set to multiple users with different user and permission set licenses

-Choose a specific user license if you want users with only one license type to use this permission set.
-Choose a specific permission set license if you want this ion set license autt d ith the set

Not sure what a permission set license is? Lt here.

I License | Salesforce "I

Save| | Cancel|

In the next stage, search ‘two factor authentication’ and locate it. Click Edit and
scroll down to find and tick it. Scroll up to save the configuration.

Permission Set

2EAREITIAN Search ‘two factor authentication

= F] | [cioe) o] [t roperie] Mansge sigmmens

Pemmission Set Querview > System

System Permissions I Es I

v system
Permission Name Enabled Description
Access Libranes Access lioranies.
Add People to Direct Messages Lets a user 3dd others to direct messages the user is in
Aliow Access to Customized Actions Show users customized actions from the page layout editor. Enabled by defaut for all profiles except Chatter Free User, Chatter External User, Cloud Integration User. and any custom profies cloned from them.
Aiow Inclusion of Code Saippets from Ul Allow users 10 post code snippets from the Ul where avaiable

Allow sending of List Emais Allow users 1o create, edit and send List Emails

Apex REST Services Allow access 1o Apex REST services

Assign Topics ‘Assign existing 1opics o feed items. Remove topics from foed tems.

Can Approve Faed Post and Comment Lets users conirol the visiility of content 1o other users by updating the status of  feed flem or comment from pending review 1o published or from publshed o pending review.
Change Dashboard Colors Choose dashboard color theme and palete

Chatter Infernal User Use all Chatier features.

Close Conversation Threads Close conversation threads in profe, group, and fopic feeds in communities.

Configure Custom Recommendations ‘Add custom recommendations in the feed, motivafing users to get engaged and fake action.

Connect Organization to Environment Hub Allows 2 user to connect this organization 1o an Environment Hub.

Create and Customize Dashboards Create, edit, and delete dashboards in personal folders

Create ang Customize List Views Croate st views: modifs and delete owp bt views

Two-Factor Authentication for User Interface Logins Require users to use a second factor of authentication during login with and to orgs.
Permission Set
| Q, Find Settings.. *® I | ‘Clonei% Delete | | Edit Pr i “Manage Assi |

Permission Sef Overview > System Permissions

System Permis:

Click Add Assignments to add users who need two-factor authentication.

Assigned Users
2FA-FEITIAN

« Back to: Permission Set

Add Remove

Full Name 1 Alias Username Last Login

No records to display.

Add i Remove A




Assign Users

All Users

View:

|m
o,

it | Create New View

Assign | | Cancel
| Action Full Name * Alias Username
Edit Chatter Expert Chatter chatty. 00d6f0000029vbquae jkoygvkagipwS@chatter salesforce.com

edit I [ | G force com
Edit Integration CPQ cpqusr cpgintegration@00d6f0000029vbquae ext

Assign | | Cancel

Register a FEITIAN ePass FIDO for your account.
Log out and re-log in your account, a window will pop up. Click Choose Another
Verification Methods.

m

Connect Salesforce Authenticator

For security reasons, you have to connect Salesforce
Authenticator to your account. The app sends a
notification when we need to verify your identity, and
you verify with just a tap. You can also enable location
services to have the app verify you automatically from
trusted locations. The app provides codes to use as an
alternate verification method.

1. Download Salesforce Authenticator from the App
Store or Google Play and install it on your mobile
device.

2. Open the app and tap + to add your account.

3. The app shows you a unique two-word phrase. Enter
the phrase below.

Two-Word Phrase

Back

I Choose Another Verification Method I

Choose the option of ‘use a universal U2F key

salesforce

Choose a Verification Method

How would you like to verify your identity?

) Use the Salesforce Authenticator mobile app

Use a Universal Second Factor (U2F) key I

) Use verification codes from an authenticator app

Insert your FEITIAN ePass FIDO security key and touch it.



salesforce

Register a Security Key
Register your security key so that you can use it to verify
your identity.

Insert the security key into your USB port. If the key has
a button, touch it.

Choose Another Verification Method

Log in with a Different Username

Now, you have successfully registered a security for your account.

salesforce

Registration Successful

Your security key is now registered. You can now use the
key whenever we need to verify your identity.




2.8.Bitbucket

Sign in Bitbucket account and go to Bitbucket settings.

Bitbucket
Your work

Repositories

Pull requests

=2
=
O Projects
T2
=2
X

Snippets

Integrations
Bitbucket Labs

Log out

Under Two-step verification tab, click Manage your SSH keys.
Before you can enable two-factor authentication, Bitbucket requires you to add SSH

keys firstly.

Ay

[ Repositories

X snippets

Teams

&

{3 Settings

GENERAL
Account settings
Email aliases

Notifications

PLANS AND BILLING
Plan details
Users on plan

Git LFS

ACCESS MANAGEMENT
User groups

OAuth

App passwords

Access controls (XD

SECURITY
SSH keys
Connected accounts
Sessions

Audit log

Two-step verification

Make your account safer!

Two-step verification secures your account by requiring a second confirmation. in addition
to your password, to access your account. That second step means your account stays
secure even if your password is compromised.

Get ready for two-step verification

It looks like you aren't quite ready to set up two-step verification on your account. You'll need to address the following
items before continuing.

o Set up SSH on your account

Once you've enabled two-step verification on your account, you will only be able to clone. push, or pull your
repository over SSH. Your HTTPS access to Bitbucket repositories will be disabled. With SSH, you'll also be able to
recover your account should you lose your device.

Learn more about SSH

° Confirm your primary email address
Your primary email is IS (Ch:nge)

O Make sure you've updated any applications that connect to Bitbucket

Enabling two-step verification will disable all remote HTTPS actions for Git, Mercurial, and the Bitbucket APL. Any
applications which use HTTPS to access Bitbucket will be impacted. Learn more.

Click Add key to get a pup-up window where you can input your key.

SSH keys

Use SSH to avoid password prompts when you push code to Bitbucket. Learn how to generate an SSH key.

| Add key

There are no keys configured

Added Last used

Generate SSH key under windows command prompt.
Follow the instructions as indicated in the picture and you can find your key files in
the specific directory.




Name your SSH key and copy public key into pop-up window.

Add SSH key

FEITIAN

1iN

Don't have a key?

Learn how to

Already have a key?

Copy you

key to your clipboard
Problems adding a key?

Read our troubleshooting

Use your mobile authenticator app to scan the QR code, input it and click Enable

two-step verification.

Two-step verification

verification is easy, just

Download a two-step verification app

Phone, iPod

following details

Account: nick@ftsafe.com

Time based: Yes

Enter the resulting verification code

Can't scan the code? You can add the code to your 3pp

cation manually using

You will get a confirmation letter in our email and click the button.




Finish enabling two—step verification

To finish enabling two verification, i to make sur ou’ re the one who set it up. Click the but

h enabling two-step verification.

inable two-step verification

Re-enter verification code again.

A ATLASSIAN
o Bitbucket

Two-step verification

Open the two-step verification app on your mobile
device to get your verification code.
Don't have access to your mobile device? Enter a
recovery code.

Verification code

Add FEITIAN ePass FIDO security key. Name it and click Add security key.

Two-step verification [EIEIED

Disable two-step verification
Recovery codes

Recovery codes allow you to access your account in the event that you lose your authenticator app. Bitbucket Support won't be
able to assist you if you lose access to your account.

Show recovery codes

Security keys

Security keys are hardware devices that you insert when signing in. replacing the need to enter a verification code. We only
support security keys that use the FIDO U2F standard.

To link 2 security key to your account, enter 2 device name, click Add security key, and then insert your security key and press
the device's button.

Device name Added on Last used

| FEITIAN I

So far, you are ready to try two-step verification in Bitbucket account.



2.9.Dashlane

Log in Dashlane account and go to Tools/Preferences.

File Smc Eensions  Help
I A shee Name v A Colapseall i [

vz (1) = More

u —

“Fa) = More

ftsafe.com

FEITIAN

Under Security tab, follow the instruction highlighted. Firstly, click Click to unlock
settings, by doing this, it requires your password showed in step 2. Then click the
toolbar next to OFF.

Dashlane

General  View Sync Ac Security ~ Advanced

Basic Settings Two-Factor Authentication Advanced Settings

Two-Factor Authentication: (W OFF I<:: E

U2F Security Key:  Add

E] Click to unlock settings E

s Dashlane needs your master password
to unlock your settings. @
Master Password I | ]

“ Cance'

In the pop-up window, choose one of the options and click Next.

Turn on two-factor authentication (2FA):

Only when | log in to Dashlane from a new device
Each time | log in to Dashlane
1

Note: Offline access to Dashlane is not possible when you

require 2FA each time you log in.
@ -

Chose a compatible mobile authenticator app to retrieve security codes and click



Next.

First, download a compatible mobile authenticator app. You will
use this app to retrieve security codes for logging in to

Dashlane.
Google Duo Mobile Authy
Authenticator

Need help? Cancel

Use the chosen mobile authenticator app to scan the QR bar, input it and click
Next.

Connect Dashlane and your authenticator app

Open your mobile authenticator app (Google Authenticator,
Duo Mobile, or Authy). To connect it to Dashane, you can either:

« Scan the QR code with your app
« Type this secret key into your app

WVCKIX6P2YQNG6ADFVIJZCNMD3DJ2X3UWH

E i E

Oatites

i =
If you entered the secret key, enter the code displayed in your
app to continue:

o

Input a backup phone number if you do not have one and click Next.

Provide a backup phone number in case you lose your primary
phone. Dashlane will only use this number to text (SMS) you a
security code.

Carefully save the recovery codes and click Done.



As a last resort, you can use these codes to bypass or
ble two-factor authenticati
them (outside of Dashlane).

L

. Please securely store

~
| 4
[ ]
00000
[ ]
===
= —— = ]
L v
Save as TXT

Register your FEITIAN ePass FIDO.

Next to U2F Security key, click Add. You should name your security key in the pop-
up window and click Next.

Ada securty key

i | wpe it | bt st

Choose a name for your key
T— oL
vty whenilog i G

A security key enables simple and secure two-factor
authentication for Dashiane.
uzF securtykey: Add

@ o
B ke ks

Congratulations! You have successfully registered a security for your account.



2.10. DUO

Log in DUO account and click Users to manage user list.

Dashboard Dashboard > Users

Device Insight Use rs

Policies

Applications 2

Sere Total Users

Add User

Pending Enroliments

Bulk Enroll Users
Import Users \ Select (0)v
Directory Sync

Bypass Codes
X Username ~ Name

Click Add User to enroll a none existing user.

> Users

Users Directory Sync | Import Users | Bulk Enroll Users

Total Users Not Enrolled Inactive Users User Bypass Locked Out

2 Pending Envol ast 30 days

Name the user and click Add User.

Add User

Adding Users
Most applications allow users to enroll themselves after they complete primary authentication
Learn more about a st

Username | NICKHUY|

'Shoula match the primar

Enter user’'s email and click Send Enrollment email.

This user has not enrolled yet. See our enroliment documenta

& Send to Trash

n ££ to learn more about enrolling users.

Username =

Username Allas 1

Add alias

Real Name

Emall




Register FEITIAN ePassFIDO security key.
You may find a link within your email and click it.

WE BUILD SECURITY

Hello,

Your company is now rolling out Duo Security, a friendly and secure way for you to log into
your organization's applications. Your manager has invited you to set up your account for Duo
S0 you can start logging in.

To begin, click this link to enroll a phone, tablet, or other device:

https:/fapi-f0e7dc3e duosecurity.com/portal?
code=d288e325c27bf3b9&akey=DA6MISSKXB1ALNQ2Q0PB

Duo Security is a two-factor authentication service that strives to be easy to use and secure.
To learn more about Duo authentication, visit the guide here:

https://guide. duo.com/enroliment

Follow the instructions, click Start setup, choose U2F token to continue.

Protect Your FEITIAN Account

Two-factor authentication enhances the security of your account by using
a secondary device to venfy your identity. This prevents anyone but you
from accessing your account, even if they know your password.

WE BUILD SECURITY

Wha ? This process will help you set up your account with this added layer of
Need help? security.

Powered by Duo Security

What type of device are you adding?

Moblle phone reconMMENDED
WE BUILD SECURITY

Tablet (iPad, Nexus 7, etc.)

Landline

What is this? [F @

Need help?

Powered by Duo Security Continue

Enroll U2F Token

This will open a pop-up window to complete the enroliment process. if
you don't see a pop-up window, you may need to temporarily adjust your
browser settings to allow a pop-up window.

WE BUILD SECURITY

What is this? § Back
Need help?

Powered by Duo Security




Insert your FEITIAN ePass FIDO token and tap it.

% Enroll Your U2F Token

3% Use U2F token to proceed.
If your token flashes when inserted, tap it. Otherwise, remove the token and reinsert it.

Contact your administrator if you have questions about using your token.

Close

Click Finish Enrollment to complete the registration.

My Settings & Devices

U2F token D2YESLBVHV... JusTADDED
WE BUILD SECURITY

Saved Finish Enroliment
What is this? if

Need help?

Powered by Duo Security

.

Enrollment Successful!

Way to go! You can now authenticate to a?\y
Duo-protected servige.

.




2.11. Digidentity

Log in Digidentity account and go to Settings. And click Change two-factor
authentication.

£+ Settings

Password
Two-factor authentication

Time zone

To cancel your account, but you have the

‘ Deactivate my account
option to reactivate it. L

To cancel your account and completely

‘ Delete my account ‘
remove your details from our system. S SR

Click Add under U2F security key.

# Settings two-factor & ik
authentication

Digidentity SMS authenticator

\l/ authenticator Add
/N

Digikey U2F security key
Q authenticator Q

Client certificate

.

Name your FEITIAN ePass FIDO and tick External security key, then click Create
authenticator.



£ Add U2F security key

A FIDO U2F compatible security key is a hardware
device that can be used to secure your profile with
two-factor authentication. When logging in, you tap a
button on the device instead of typing a security
code from your mobile phone. Currently only
Chrome version 41 or later is supported.

In the field below you can enter a name to identity
the security key you are about to set up. Please
make sure the key is inserted before continuing.

Name

FEITIAN

Type of U2F security key

External security key

Internal security key

Create authenticator Cancel

Follow instructions to insert FEITIAN ePass FIDO and tap it.

£ Add U2F security key

Insert your U2F key into a USB port. If your security
key has a button or a gold disc, tap it now.

- 0 SR

Cancel

You have finish registration and ready to go!



2.12.

BITFINEX

Proof & Ballot

Click two-factor authentication.

Security

Email Encryption

Log in your account and go to Security.

Account
Security
Notification:
Interface
Verification
Reports
API

2o ®

S

Announcements

Careers

Logout

Two-Factor Authentication

Session

Withdrawal Address Whitelist

Withdrawal Settings

fido®

Physical Security Key using FIDO

Universal 2nd Factor (U2F)

Protected actions:
Logins
Withdrawal Confirmations
Password Changes
API Key Creation

Security Settings Changes

Sensitive Account Settings
Changes

Choose to setup Physical Security Key using FIDO Universal 2nd Factor (U2F).

®

Use Google's Android or iPhone app

for adding token-based 2FA.

Protected actions:
Logins
Withdrawal Confirmations
Password Changes
API Key Creation
Security Settings Changes
Sensitive Account Settings
Changes

Name your FEITIAN ePass FIDO and click Click here to start registration.



Enable U2F

REQUIREMENTS
T with U

s with FIDO

g multiple keys).

FEITIAN| ¥ Withdraw

¥ Trade

lo start device registration

Insert your security key as indicated and press it.

Enable U2F

REQUIREMENTS
« An up-to-date version of the Chrome browser (or modem browser with U2F
support).
+ A Security Key de t plugs into a USB port and works with FIDO
Universal 2nd Factor (U2F)
OPTIONS
- Enter a label for this Security Key (useful if you are using multiple keys)
+ Choose if a user who logs in using this Security Key should have permission to
trade and/or withdraw.

E O o

Insert your Security Key into your computer's USB
port and if it has a button, tap it now.

A notification email will be sent to you, and you need to go to your email and click
ACTIVATE U2F 2FA NOW to finish registration.

Almost Donel Please check your email to complete the set
of this U2F security key.

Someone requested to activate U2F two-factor authentication (2FA) on your
account. If you did not make this request please ignore this email and do

NOT follow the link below.

The following secure link is valid for only one use and will expire after 24 hours. If
you have a problem using the link below, please restart this process to receive a

new email with a new secure link




2.13. FastMail

Sign in your Fastmail account and go to Settings.

W

Your free trial expires in 20 days. Pay_now.

M Mail Billing & Plan

»

Password & Security
B contacts
1 import & Export

Calendar

© Help
il Notes & Switch user
& Files O Logout

= Settings

Under Password & Security tab, you need to input your password to unlock the

ADMIN
To make changes, please enter your password:
Billing & Plan
;
Users
Domains
Change Password
Aiases
New Password Tips on choosing a password
Poll
i The best way to choose a password that is both
- memorable and secure is to:
GEMERAL Important: Don't use & password you use elsewhere. Why?
PN e 1 Make up a sentence that you can remember, e.£.
Preferences What is faster: FastMoil or an unladen swallow?
Password & Security 2. Use the fi of each word and
we've got it right punctuation as your password, .g. WifFoaus?
Restore From Backup

Before you enable the two-step verification, it requires you to add a recovery phone
if you do not have one.

Two-Step Verification

Secure your account by requiring a special one-use code from your phone or dedicated security key every time you log in from the web or
the FastMail app. Learn more.

You must have a recovery phone number to set up two-step verification, to make sure you don’t get locked out.

Set Up Two-Step Verification ||| Add Recovery Phone

Input your phone number and click Send Verification Code.

Add Recovery Phone

xt you a single-use code to verify your phone

China (+86) v ||

Carrier SMS charges may apply.

Send Verification Code

Input the codes you received.



Add Recovery Phone
Please enter the code sent to +S6IIIIIEGEG

b

Texts may take up to 30 seconds to arrive.

Change Phone Number Resend Code

Now you are able to do the enable operation. Click Set Up Two-Step Verification.

Two-Step Verification

Secure your account by requiring a special one-use code from your phone or dedicated security key every time you log in from the web or
the FastMail app. Learn more.

Set Up Two-Step Verification

In the following webpage, choose Set Up Security Key under Security Key (U2F).

Add Verification Device

Authenticator App (TOTP) Security Key (U2F) YubiKey OTP

Use a free app on your phone to get a Use a USB security key to verify your Use an older YubiKey USB security key
time-limited verification code. Learn identity. Very secure. U2F is currently to verify your identity. Learn more.
more. only supported by Google Chrome.

Learn more.

Set Up Authenticator App Set Up Security Key Set Up YubiKey OTP

Insert your FEITIAN ePass FIDO as indicated and touch it.

Set Up Security Key

@ Insert your security key into the computer. Then if it has a button, press it.

O,

Waiting for device

Name your security and save it. You are ready to go!

Set Up Security Key

@ Insert your security key into the computer. Then if it has a button, press it.

v

Got it

@ Give this security key a name so you can easily identify it should you need to remove access later:

| FEITIAN ePassFIDQ| ‘




2.14. Gandi.net

Log in your account and go to Settings.

Manage Organizations

Settings

Log out

Click Manage the user account and security settings.

Other informatier
Emanl IEE———

Edit Vi Edit Vi

English

No
Edit preferences &
Manage the user account and security settings &
Change password & configure access restrictions &
Manage authorized apps il

Under Security tab, click Manage your U2F Authentication.

Settings

Account security

Password
ToTP

U2F

on API key
S

Restrict Logir

Addresses

Last updated June 26. 2018. Change password

Manage your U2F Authentication

Generats the API key

Add an IP restriction

Authorized apps My apps

Register your FEITIAN ePass FIDO security key by click Add a new key.

U2F Management

What is U2F? @

Here are the security keys associated with your account

You have no security keys for the moment. You may add one now.

Add a new key |

Name your security key and continue.

Register your security key

You need to register your security key before you can use it.

To remove your security key, you'll need to go to your account security settings and follow the instructions on that page

New token name| FEITIAN| i

-




Insert and press the external hardware key as indicated.

Plug in your security key

Please insert your security key into a USB port on your If the security key has a button. please press it
computer.

You have successfully registered a FEITIAN ePass FIDO and ready to try out.

Security key registered successfully!

You security key has been successfully registered.

Now you will need it to connect to your account via the 2-Factor authentication method.




2.15. Keeper

Log in your account and go to More/Settings.

@ Account Il Setup ml
@

&  Import

‘ © Backup

O Logout

Under Security tab, click Setup next to Two-Factor Authentication.

X

Settings
General Security Advanced Settings KeeperFill

Auto-Logout

Two-Factor Authentication ®
Securty Keys @

Input your phone number and click Next.

Two-Factor Authentication

Text Message -

China (+86) v | I

eee——

[—
]
keeper -

Back Next

Enter code you received and click Next.




Two-Factor Authentication Sign Up

A 6-digit confirmation code has been sent by SMS to N Ficase enter the
code in the confirmation box to verify your number.

123456

Send a new code

Carefully save the backup codes.

Backup Codes

If you are unable to receive Two-Factor codes, you will need the below backup codes to
access your account.

When you have written these codes down, please click below:

I I have written these codes down. |

Register your security key by clicking Setup next to Security Keys.

X
Settings
General Security Advanced Settings KeeperFill
Auto-Logout
Two-Factor Authentication ®

Notification Method Edit Two-Factor

Text Message
© I

A S
[ ¢

Name your security key and click Register, and the Done.




Add Security Key

Register Your Security Key

Insert your Security Key into a USB port.

Security Key Name

FEITIAN ePassFIDO|
[—

e

Now you have already successfully registered the security.

Associated Security Keys

Name Added

® FEITIAN ePassFIDO 7/6/2018, 10:47:25 AM i

Add Security Key




2.16. Sentry

Log in your account and go to User settings.

| FEITIAN

Organization settings

Members

Teams

Usage & Billing

Support

Switch organization >

nick
|

APl keys

Sign out

Under Security tab, click Add next to U2F (Universal 2™ Factor).

AERANTE Security

Account Details

[Eecury PASSWORD

Notifications

Emails Current Password *
Your current passworc

Subscriptions I GLRTETR, RssINursy

Authorized Applications
New Password *

Identities
Close Account

Verify New Password *
APY Verify your new password
Applications

Auth Tokens Change password

TWO-FACTOR AUTHENTICATION

@ Authenticator App m

An authenticator application that supports TOTP (like Google Authenticator or 1Password) can be used to
conveniently secure your account. A new token is generated every 30 seconds.

@ Text Message m

This authenticator sends you text messages for verification. It's useful as a backup method or when you do not have
a phone that supports an authenticator application.

® U2F (Universal 2nd Factor)

athenticate with a U2F hardware device. This is a device like a Yubikey or something similar which supports FIDO's

Name your security key and press it.



U2F (Universal 2nd Factor) @

Authenticate with a U2F hardware device. This is a device like a Yubikey or something similar which supports FIDO's U2F
specification. This also requires a browser which supports this system (like Google Chrome).

CONFIGURATION

Device name FEITIAN ePassFDIO|

P

>

To enroll your U2F device insert it now or tap the
button on it to activate it.

@ These settings are currently in beta. Please report any issues. You can temporarily visit the old settin:
necessary.

A phone number is required, but you could also skip it.

Two-Factor Authentication Enabled

Two-factor authentication via U2F (Universal 2nd Factor) has been enabled.

You should now set up recovery options to secure your account.

We recommend adding a phone number as a backup 2FA method.

Skip this step Add a Phone Number

Get recovery codes for next step, and carefully save them.

Two-Factor Authentication Enabled

Two-factor authentication via U2F (Universal 2nd Factor) has been enabled.

You should now set up recovery options to secure your account.

Recovery codes are the only way to access your account if you lose your
device and cannot receive two-factor authentication codes.

I Get Recovery Codes l




S0E

Make sure to save a copy of your recovery codes and store them in a safe place.

(©) These settings are currently in beta. Piease report any issues. You can temporarily visit the old settings page if
necessary.

Finally, you have added a security to your account as a second authentication factor.



2.17. Okta

Contact Okta support to enable U2F feature as it is not default enabled.
Login your Okta account and click Admin.

A~ X Nick~ + Add Apps

Under Security tab, click Multifactor.

oktq Dashboard

9 day General
(% Dashboard Need more |
e — Authentication |

Status P

letworks
@ No notifications to view!
Acministrators
tions

2P

Usage - Last 30 Days e

Click Edit button, tick U2F security key and save it.

& Multifactor

Factor Types Symantec VIP RSA SecuriD on-Prem MFA Duo Security ibikey

Factor Types Edit
Factor types are used when signing In to Okta or a specific application. MFA is not enabled until you add an Okta or
app sign on policy.

Acceptable factors Okta Verify
| Enable Push Notification
Prompt users to upgrade
Google Authenticator
SMS Authentication
Symantec VIP
On-Prem MFA

RSA SecuriD
Custom

Duo Security
Yubikey
Security Question

Windows Hello (Web Authentication)

| ] U2F securty key (FIDO 10) |




f Multifactor

Factor Types Syma

Factor Types Cancel

Factor types are used when signing In to Okta or a specific application. MFA is not enabled until you add an Okta or
app sign on policy.

Acceptable factors [] oka verify

[[] Google Authenticator
[[] sms Authentication

Configure

Configure

Configure

Configure

Configure
[] security Question

[:[ Windows Hello (Web Authentication)

| U2F Security Key (FID0 10) |

i

Re-login and go to Settings.

A Home A~ XL Nick~ + Add Apps

Settings

|

Sign out

Click Setup next to second key(U2F) under Extra Verification tab.



Account

4 Personal Information Edit & Change Password
Pas: etter, an

First name Nick

Last name HU
Enter current password
Okta usemname nick@ftsafe.com
Enter new password
Primary email nick@ftsefe.com

Repeat new password
Secondary email

Mobile phone

Question

Where did you go for your favorite vecation?

Security Key (U2F)

Follow the instructions to insert the security key and press it, you will finally register
your FEITIAN ePass FIDO successfully.

Set Up Security Key (U2F)

1. Make sure you have a Security Key.

2. lf you have o Bluetocth Security Key, turn on your computer's Biuetooth




Set Up Security Key (U2F)




3. Mobile based scenarios
In this sector, FEITIAN MultiPass FIDO scenarios on mobile, including 10S and
Android, will be introduced.
Our MultiPass FIDO integrates three communication protocols, which are HID,

Bluetooth and NFC. The feature enables us to communicate between mobile phone
and FEITIAN FIDO token.

3.1. 10S platform
3.1.1. Google account

Register your FEITIAN MultiPass FIDO through online service as described in chapter
2.1

Download Smart Lock APP form apple store and sign in. (make sure your phone’s
Bluetooth is set on and clear the existing connection with FEITIAN MultiPass FIDO)

Click SIGN IN on Smart Lock UlI.

All of Google
If your Google account is protected by a Security Key,
sign in once to Search, Maps, Gmail and all your

favourite Google products




Click Continue on pup-up window.

"Google Smart Lock” Wants
to Use "google.com” to Sign

In

This allows the app and website to
share information about you.

Cancel Continue

Enter your google account and click NEXT.

Cancel & accounts.google.com <

Google

Signin

Use your Google account. You'll also sign in to
Google services in your apps & Safari.

Email or phone

Forgot email?

Create account

On next pop-up window, you are required to enter your password, then click NEXT.



Cancel @& accounts.google.com o

Google

Welcome
e _@gmail.com

I[lt‘.w your pa ,;,\'.«;HII Q

Forgot password? NEXT

A notification window pops up and no operation is needed.

Cancel @& accounts.google.com ¢

Google

2-step Verification

This extra step shows that it's really you trying
to signin
© m——@gmail.com

2-step Verification
Use the Google Smart Lock app to sign in with your
Security Key

Don't ask again on this computer

Having trouble?

(1

If it is the first time you connect FEITIAN MultiPass FIDO, press More option to
connect hardware token.



Press the Button on your Security Key to sign in to
your account

-

Press Pair another Security Key.

Pair another Security Key

Sign in without Security Key

Press NEXT and then press the button on your security key for at least five minutes
as indicated.



< I gmail.com X

Ready to pair your Security Key?

Pair your Key to this iPhone so that you can use it to
sign in to your account.

Sign in without Security Key

NEXT

< I @gmail.com X

Get into pairing mode

Press the button on your Security Key for at least
5 seconds

This pop-up window shows the name of your security key, press the name.
Next window indicates you to find 6-digit PIN on the back of your key, press NEXT.

< I @gmail.com X

Select your Security Key

Find the 6-letter name printed on the back of your key

$ | wrukee

Don't see your key?




< I o gmail.com X

Find the 6-digit PIN on the back of your key

Tap Next when you're ready to enter the PIN

NEXT

Waits for connecting to your security key.

< I @ gmail.com X

Connecting to your Security Key...

Type in the PIN on the back of your security key and press Pair.

Press DONE.

Bluetooth Pairing Request

"WRJKEE" would like to pair with your
iPhone. Enter the code shown on
"WRJKEE".




< I @gmail.com

You're signed in to your Google account on
this iPhone

Click Continue for next windows and no further operation is needed.

"Google Smart Lock” Wants
to Use “google.com” to Sign

In

This allows the app and website to
share information about you.

Cancel Continue ‘




Cancel @& accounts.google.com ¢

Google

2-step Verification

This extra step shows that it's really you trying
to signin

© I egmail.com

2-step Verification
Use the Google Smart Lock app to sign in with your
Security Key

Don't ask again on this computer

Having trouble?

(

You have successfully added a Google account to Smart Lock now!

- Ve

Google

Choose an account

o Immm
@ .G com

+ Add another account




